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Spoiler: The Solution Is, “Full Disk Encryption”



About the Presenter

● I am a software engineer and consultant
● I have been programming since 1990
● I have been active in FOSS since 2002
● I teach Computer Science/Engineering at 

Wright State University (Dayton, OH)
● Find me here:

http://www.linkedin.com/in/robertocsanchez/ 

http://www.linkedin.com/in/robertocsanchez/


Outline

● Linux virtual server encryption options
● Threats mitigated by each encryption option
● Pros/cons of a Linux virtual server with FDE
● Types of protection FDE does/does not provide
● HOWTO: Deploy a Linode with FDE
● Unique issues associated with managing a 

Linux virtual server with FDE



Encryption Options

● File-based encryption
– Encrypt specific files (when not in use)

● Encrypted volumes
– / and /boot remain unencrypted

– Key volumes (e.g., /home, /var/lib/postgresql, 
/var/spool/postfix, etc.) get encrypted

● Full disk encryption (encrypt everything)
– Only /boot remains unencrypted (can't boot 

encrypted kernel)

– / and all other filesystems are encrypted



Common Issues

● More encryption == less convenience
● Managing encryption keys
● Providing passphrases when needed



File-Based Encryption

● Protects only specific files
● Files must be decrypted somewhere in order to 

be used
● Requires you to pick and choose which files to 

protect
● Less likely to impede the boot process



Encrypted Volumes

● Protects all files under the encrypted mount 
point/directory (when offline)

● Encrypted filesystem/volume cannot be 
mounted without providing passphrase/key

● Depending on which mount points/directories 
are encrypted, boot process may be affected

● Launching of certain services may have to be 
delayed until encrypted volumes are decrypted



Full Disk Encryption

● Protects all files on the system (when off)
● System cannot be booted without providing 

key/passphrase



Virtual Server FDE Pros/Cons

● Pros
– Provides excellent protection against many physical 

attacks (especially if the server is off)

– Practically eliminates “leakage” through temporary 
files and swap (they are encrypted as well)

● Cons
– Deployment requires non-standard steps which 

may not be well supported

– Deployment could be more difficult to automate

– Boot process stops until passphrase is entered



Types of Protection From FDE

● Protected against:
– Bad actor physically removing disk drive(s)

– Bad actor taking a filesystem image

– Physical relocation of server

● Probably not protected against:
– Compromise through a vulnerable running process 

(e.g., httpd, sshd, etc.)

– Malicious user in control of physical host (e.g., 
super user, intruder, etc.) while virtual server is on

– Inspection of memory areas from hypervisor 
environment (see previous item)



HOWTO: Linode With FDE

































Utilizing lish and Finnix

● You need to ssh into the lish console at the 
data center where you created your Linode

● The lish console is really GNU screen
● If you are not familiar with GNU screen, then 

press 'Control-A' followed by '?' for help



































































Dealing With FDE Server Issues

● Notification of server reboot
– Linode can be configured to email/text you when a 

server reboots so you know to access the console 
and provide the passphrase

– Beware if the server in question is your mail server

● Out of band access
– Linode offers lish (linode shell) for access to the 

virtual server's console

– If the server is bootable, troubleshoot normally

– If the server is not bootable, use Linode's minimalist 
Linux environment (Finnix) to troubleshoot







  

Questions?



LinuxFest Northwest 2017

Thank you!

Evaluate this session

Session videos will be posted to the LinuxFest Northwest YouTube channel.
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