managing macOS,
without macOS (almost)
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http://lucasjhall.com
https://twitter.com/thelukanator

Disclaimer:
The views and opinions expressed in this presentation are those of the author and do not
reflect the official policy or position of my employer in any way.



about me.

Apple Sysadmin for finance firm.
Recently relocated with my wife to the Pacific Northwest.

Previous lives included, video production, K-12 and NGO entities.



why would | want
to not use macOS?






why would | want
to not us macOS?

It may be that you do want to- these are some
considerations on why it may not be the best option for a
common thread in your management atmosphere.

TIME

Ao

Open vs Closed

(o)

LTS

Assuming experience with another OS, the curve
may take time to adjust to
The time it takes administer the OS itself is more

cumbersome and unwieldy

Knowing what is and will be supported
Documented kb of underlying OS

Bleeding edge updates and patches

Benefits of defined release schedule
Predefined EOL

Documented and/or incremental releases



fair warning, this is not
the first talk on
this topic.
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HIGH LEVEL OVERVIEW

Approach open source tools in a way that is accessible for new administrators, small
th E shops, folks that cannot go the paid route or are simply interested in what other tools

|| goals of
thls tal ko GLEAN SOMETHING NEW

| hope you leave with an idea, a thought, workflow modification, resource or a tool

you didn't have before this session.



lifecycle of

the client machine.

AALAA

opo

Acquisition

The physical acquisition of a new
machine; the request for a new
virtual machine or the sudden
discovery of a mini in the closet.

Deployment
Getting a machines prepped with all
things necessary to get them into

the hand of a user.

(o)

Support
Keeping the machines up to date,
having pertinent data at the real,

being able to act decisively.
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lifecycle of

the client machine.

AALAA

opo

Acquisition

The physical acquisition of a new
machine; the request for a new
virtual machine or the sudden
discovery of a mini in the closet.

Deployment
Getting a machines prepped with all
things necessary to get them into

the hand of a user.

(o)

Support

Keeping the machines up to date,
having pertinent data at the ready,
being able to act decisively.
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|
[

SNIPE-IT
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acquisition.

“Oooh shiny a new machine- now what?”

Snipe-IT Free Open Source X

& (&M & Secure https://snipeitapp.com

CUSTOMER LOGIN

L Snipe-IT
FEATURES DEMO DOWNLOAD DOCUMENTATION MANUAL HOSTED NEWS SUPPORT
Open Source Asset Management

SAVE TIME &

NEY

Always know where your IT assets are,
what's out for repair,

re-buy a license key again
you lost track of it.

(" ]
SNIPE-IT e ey

Everything in One Place Finance-Department Friendly Easy to Use
Managing assets with a Google doc or a shared Excel Depreciation and asset reports are easy with one- Snipe-IT makes asset management easy. It was built
spreadsheet is more common than you think. When click export to CSV and custom reporting capabilities. by people solving real-world IT and asset
your company is small, it can (sort of) work for a You can even give them permission to view and management problems, and a solid UX has always
while, but as you grow, things get messy, fast. Snipe- download reports within Snipe-IT without being able been a top priority. Straightforward design and bulk
IT lets your admins work together to track physical to edit assets. (And you can't beat the price tag - actions mean getting things done faster. What's the
assets, software licenses, accessories and totally free to host it yourself, or choose the low-cost good of having software if it's so hard to use, no one
consumables -- all in one place monthly/annual hosted solution!) bothers?

Need help?

17
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“Oooh shiny a new machine- now what?”

SNIPE-IT

é

View Asset 1000105744 :: S1 X

AAAAA

ofo

(&M & Secure https://demo.snipeitapp.com/hardware/4/view

View Asset 1000105744

I -

Create New ~

=3 ) sohn -

/& Admin ~

Actions »

DEMO MODE: Some features are disabled for this installation.

Details Licenses Components

Status
Company
Asset Name
Serial
Manufacturer
Model

Model No.
Purchase Date
Purchase Cost
Supplier

EOL Rate
Notes
Created at
Location

Default Location

ipeitapp.com/|

rdware/4/view#maintenances

lainte History Files

Out for Diagnostics (undeployable)
Kessler-Lang

Extended dedicated challenge
8d4187a6-8e41-348a-9edb-e4bd3837a39d
Ullrich, Heathcote and Bartoletti

Centralized s

22764874

Aug 01,2000

GGP 44.55 (Order #34975350)
Dietrich Ltd

1 months ( EOL Date: 2000-09-01
Unde quidem et accusantium.

April 27,2017 09:00PM

Sharable regional initiative
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View Asset 1000105744 :: S1 X

(& & Secure https://demo.snipeitapp.com/hardware/4/view w
~_ .t T A 4 52
Snipe-IT Asset Management mom 8 B _ Q CreateNew v 32 () John~  f Admin v

View Asset 1000105744 Actions v

DEMO MODE: Some features are disabled for this installation.

E Details Licenses Components Maintenances History Files

° Status Out for Diagnostics (undeployable)
= Company Kessler-Lang
= Asset Name Extended dedicated challenge
sl Serial 8d4187a6-8e41-348a-9e4b-e4bd9837a39d
o Manufacturer Ullrich, Heathcote and Bartoletti
Model Centralized scalable data-warehouse
Model No. 22764874
Purchase Date Aug 01,2000
Purchase Cost GGP 44.55 (Order #34975350)
Supplier Dietrich Ltd
EOL Rate 1 months ( EOL Date: 2000-09-01
Notes Unde quidem et accusantium.
Created at April 27,2017 09:00PM
Location Sharable regional initiative
Default Location Sharable regional initiative

https://demo.snipeitapp.com/hardware/4/view#maintenances
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the
acquisition.

“Oooh shiny a new machine- now what?”

API Reference

& (6 & Secure https://snipe-it.readme.io/v4.0/reference#hardware-li
v3.6.2 Reference v Q Search
COMING SOON! OV@I’VIeW SUGGEST EDITS

The Snipe-IT JSON REST API allows you to perform most of the same actions through your own tools as you
can through the web interface.

n this documentation, whenever you see the AP| explorer with a button say thats "Try It", go ahead

and try it! The API explorer live-queries a demo database attached to the development demo. You'll be

able to add, edit, update and delete right from the API explorer.

SNIPE-IT

21



the
acquisition.

“Oooh shiny a new machine- now what?”

LS &l & Secure https://snipe-it.readme.io/v4.0/reference#hardware-list e

A /ha rdWa re SUGGEST EDITS

ASSETS Unauthorized
(&r) /hardware
@
C t('https://your-server/api/vl/hardware');
= "id": "45",
’ "asset_tag": "976946724",
[ ur ] curl_setopt($ch, CURLOPT_RETURNTRANSFER, "assigned_to ,
"category": "Reiciendis ea.",
"companyName" illiamson-Kuhn",
= curl_setopt($ch, CURLOPT_USERAGENT, 'YourScript/0.1 (contact@email)');
=
["ros1 ) cur t($ch, CURLOPT_HTTPHEADER,
L - Content-Type: application/json’, "location": "Expanded syste
'Authorization: Bearer YOUR-API-TOKEN' "manufacturer”: "Farrell Group",
SNIPE-IT »; “model": "Profound zerc",
COMPANIES "model_number" ,
A "name": "Programmable concept”,
= $data e "notes": "Ipsa pariatur sunt au
"order_number": "
LOCATIONS
t_r($data);
=3

$info 3 1,

ACCESSORIES

CONSUMABLES

COMPONENTS "location": "Automated encryptio

22
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the
deployment.

“Outta’ my hands, into theirs-"

MakeAGIF.com
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the . .
deployment. %/ imaging

“Outta’ my hands, into theirs-"

Imaging will be dead (soon-ish

“I don't normally try to foretell the future but there is one change for Mac admins that
I'm pretty sure will happen: The coming of Apple File System (APFS) will mark the end
of disk imaging on Macs.”

Rich Trouton

5 Yoann Gini @ygini 22 Nov
& So, DeployStudio is unable to consume Centrify accounts due to
implementation errors. It's time to get rid of this software...

@ Deploy Studio Follow

@deploystudio

@yagini | bet that system imaging will end with APFS. You should
focus on DEP, MDM and loosely coupled directory integration.
11:49 AM - 8 Jan 2017

« 9211 ¥5

25


https://derflounder.wordpress.com/2017/01/10/imaging-will-be-dead-soon-ish/
https://en.wikipedia.org/wiki/Apple_File_System
https://twitter.com/deploystudio/status/818182860544835584?ref_src=twsrc%5Etfw&ref_url=https%3A%2F%2Fderflounder.wordpress.com%2F2017%2F01%2F10%2Fimaging-will-be-dead-soon-ish%2F
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the
deployment.

“Outta’ my hands, into theirs-"

%/ imaging

A

BSDpy
BSDpy is a platform-independent

Apple NetBoot (BSDpy) service for
organizations that have a need for
Apple Mac NetBoot functionality.

v

g

Imagr

Imagr is an application designed to
be run from a NetlInstall
environment created with AutoNBI.



the
deployment.

“Outta’ my hands, into theirs-"

5/ “thin” imaging

»
»
»
g &
<«

Installer pkg Client Machine Repository Server
Contains needed apps and settings. Receives needed settings and Receives needed settings and
applications and then checks in with applications and then checks in with
application deployment server. application deployment server.

27
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the
deployment.

“Outta’ my hands, into theirs-"

v

5/ “thin” imaging

Micro MDM High touch?

“thin” imaging

v
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the
deployment. 2

“Outta’ my hands, into theirs-"

imaging vs “thin” imaging
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the
support.

“Update all the things!”

" -
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_

AN UNOPEN DOOR, IS A HAPPY DOOR.
WE NEYER ANSWER OURS WHEN SOMEONE KNOCKS.
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the
support.

“Update all the things!”

munki

Munki consists of client-side tools written
largely in Python, and is available as

open-source under the Apache 2 license.

33

) software deployment

Server

Repository of internal apps and deployed

items, stored on any web server.

Client
Application deployment.
Managed installs.
Optional Software.
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Munki consists of client-side tools written
largely in Python, and is available as
open-source under the Apache 2 license.
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) software deployment
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munki

Munki consists of client-side tools written
largely in Python, and is available as
open-source under the Apache 2 license.
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support.

“Update all the things!”

munki

Munki consists of client-side tools written
largely in Python, and is available as
open-source under the Apache 2 license.
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) software deployment

All items

1Password
Utilities - AgileBits Inc.

Adobe Acrobat Reader DC
Uncategorized

Adware Medic
Utilities - Thomas Reed

[ iNsTALL ]

Alinof Timer
Productivity - Alinof Software Sarl

Apache OpenOffice
Productivity

[ insTALL ]

Managed Software Center

A @

Software Categories

Managed Software Center

Your source for software for your Mac.

Acorn 4

Adobe Flash Player
Internet - Adobe
Installed

Airfoil
Media - Rogue Amoeba

[ iNsTALL ]

Amadeus Lite
Uncategorized

AppCleaner Uninstaller Utility
0S Utilities - FreeMacSoft

My ltems

®

Updates

8
i
&
®

Adium
Communication - The Adium Team

Adobe Reader
Productivity - Adobe

[ INSTALL ]

Alfred 2
Utilities - Running with Crayons Ltd

[ iNsTALL ]

Android Studio
Developer - Google

AppCode
Uncategorized

[ iNsTALL ]

Categories

Audio
Communication
Developer
Developer Tools
Development
Drivers

Editors

Email

Graphics & Rendering
Internet

Mail Clients
Mathematics
Media

Media Players
Munki Tools
Network Utilities
0OS Utilities
Organization
Productivity
Remote Access
SFTP Clients
Science
Security

Social Networking

System Administration
S




the
support.

“Update all the things!” —

OPEN FILES

FOLDERS

v [= Managed Installs
» [ Archives
» (O Cache
Vv [ catalogs

K|

1 k?

[ testing

» [ client_resources

» [ icons

» [ Logs

» (O manifests

» [ swupd
[ application_usage.sqlite
[ Applicationinventory.plist
[ b.receiptdb
[ ConfigProfileData.plist
3 Installinfo.plist

munki

[ ManagedinstallReport.plist
[3 UpdateNotificationTracking.plist

Munki consists of client-side tools written
largely in Python, and is available as

open-source under the Apache 2 license.

37

E Line 1, Column 1

) software deployment

production — Managed Installs
production

version="1.0" encoding="UTF-8"?>
<! plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://
www.apple.com/DTDs/PropertylList-1.0.dtd">
< version="1.0">
< >
< >
>autoremove</key>
/>
>catalogs</key>
>
< >testing</
< >production</
>
>category</key>
>Applications</ >
>description</key>
>Adium is a free instant messaging application for Mac 0S
that can connect to AIM, MSN, Jabber, Yahoo, and more.</
>developer</key>
>Adium</ >
>display_name</key>
>Adium</ >
>icon_hash</ >
< >
61e8ebfe5a63b40c43d33e58b49d065e853b1b938d4ec0173375b7a7ed40f434
</ >
<key>installer_item_hash</key>
< >
€alalf16a383¢59198c43f37576edb0045e391146ca5402b0f6365e9d5d7f395
</ >
<key>installer_item_location</key>
< >apps/Adium-1.5.10.2.dmg</

A
~

<
<
<
<
X
<
<
<
<
<

Tab Size: 4

>
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“Update all the things!”

munkireport--php

Munki consists of client-side tools written
largely in Python, and is available as
open-source under the Apache 2 license.

% Client Activity

@ Active

1221

Inactive

© fleet visibility

Total Clients: 1492 | Clients per hour: 397 v

¢ New clients
Dustin’s MacBook Air
MacBook Pro de Mariana
Charlotte’s MacBook Pro
macsys’s iMac

MacBook Pro van MacBook

®© Munki

23 minutes ago
15 hours ago
20 hours ago

aday ago

2 days ago

37
Installed

« Events

A mb-033505 | 2 Munki warnings

© Christina’s MacBook Air | Free Disk Space < 5GB

A MacBook Pro van Silvia | Free Disk Space < 10GB

A Lana’s MacBook Air | Adobe Acrobat XI Pro failed to install: Download failed (HTTP result 403: forbidden)
A Atillas MacBook Pro | SPSS 22 failed to install: Download failed (HTTP result 403: forbidden)

© MacBook Air van Arjan | Free Disk Space < 5GB

©@ MacBook Pro | Office 2011 14.5.8 Update 14.5.8 installed

A 2 U e Man mini | ChamDrawr Drafaccinnal failad ta inctall: Nawmlnad failad (LTTD racult AN2: farhiddan)

2 minutes ago

3 minutes ago

3 minutes ago

4 minutes ago

7 minutes ago

9 minutes ago

11 minutes ago

10 minitas ann

@& Pending Apple Updates ™ Pending Installs

iTunes 12.3.1 (23] Office 2011 14.5.8 Update 14.5.8
Security Update 2015-004 1.0 m VU Software Center core tools 2.3.0.2520 0
Safari 9.0.1 m VU Software Center launchd files 2.0.0.1969 0
Remote Desktop Client Update 3.8.4 o VU Software Center 4.0.2245 Q
iTunes 12.2.2 (3] Google Chrome 47.0.2526.80 (28]
B Free Disk Space O Uptime

64 1362 534 480
<5GB 10GB + 7 Days + <1 Day
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“Update all the things!”

munkireport--php

Munki consists of client-side tools written
largely in Python, and is available as
open-source under the Apache 2 license.

© fleet visibility

Module name Description

appusage AppUsage Module
ard ARD Module
bluetooth Bluetooth Module
backup2go Backup2Go Module
caching Caching Module
certificate Certificate Module
crashplan Crashplan Module

deploystudio DeployStudio Module

directory_service Directory Service Module

disk_report Disk Report Module
displays_info Displays Information Module
event Events Module

fan_temps FanTemps Module

filevault_escrow FileVault 2 Escrow Module
filevault_status  FileVault Status Module
findmymac Find My Mac Module
firmware_escrow FirmwareEscrow Module
fonts Fonts Module

gpu GPU Module

Comment

Requires Munki 3 or crankd to monitor application usage

Connected bluetooth devices and battery state

OS X Server specific caching stats

OS X Server specific

Directory service binding type and status
Connected drive type, size, and OS SMART status
Connected display info

Dashboard widget showing client messages
Fan speeds and thermal sensor temperatures

Video card information
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“Update all the things!”

munkireport--php

Munki consists of client-side tools written
largely in Python, and is available as
open-source under the Apache 2 license.

event
fan_temps
filevault_escrow

filevault_status
findmymac
firmware_escrow

fonts

gpu
gsx

homebrew
homebrew_info
installhistory
inventory
localadmin
location
managedinstalls
munkiinfo
munkireport
munkireportinfo
network
network_share
power

printer

profile
sccm_status
security
servermetrics
service
smart_stats
softwareupdate
timemachine
usb

warranty

Events Module
FanTemps Module
FileVault 2 Escrow Module

FileVault Status Module
Find My Mac Module
FirmwareEscrow Module
Fonts Module

GPU Module

GSX Module

Homebrew Module
Homebrew Info Module
Installhistory Module
Inventory Module
Localadmin Module
Location Module
ManagedInstalls Module
Munkiinfo Module
Munkireport Module
MunkiReport Info Module
Network Module
Network Shares Module
Power Module

Printer Module

Profile Module

SCCM Status Module
Security Module
Servermetrics Module
Service Module

SMART Stats Module
SoftwareUpdate Module
Timemachine Module
USB Module

Warranty Module

Dashboard widget showing client messages
Fan speeds and thermal sensor temperatures

Video card information

Requires GSX account with Apple. See "GSX lookups" section in
config.php for more configuration details.

Apple and 3rd party install history

Lists local admins configured on the client
Requires external pinpoint project

munki managed installs info

munki client configuration info

OS X Server specific
OS X Server specific
Requires 3rd party smartmontools



taking a big
step back.

a8
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SNIPE-IT

A BSDpy Munki Repo Munkireport-PHP

Client data is imported to
Snipe-IT, or similar asset
management db.

/ (o)
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)

SNIPE-IT

Client is imaged, via
whichever means...

AALAA

opo

Munki Repo

Munkireport-PHP
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)

SNIPE-IT

AALAA

opo

Munki Repo

Client update
requirements, pulls
required applications
and settings.

Munkireport-PHP

Client pushes information
defined to report server.
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SNIPE-IT

®

Munki Repo Munkireport-PHP

Preflight script references
field on a db to preset )

'."-. A .....A
o !

/ (o)
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v

Munki Repo

Munki Repo

Munki Repo

v

v

v
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Git /Gitlab

App tracking, configuration changes,

suspicious package
Do you know what files that OS X Installer

package actually installs? best practice.

52

packages

Whenever you need to create an
installation package or distribution for
Mac OS X 10.5 or later...

Payload-Free Pkqg Creator

Uses AppleScript, shell scripting and
pkgbuild behind the scenes to create
payload-free packages.

FPM

The goal of fpm is to make it easy and

quick to build packages such as rpms,
debs, OSX packages, etc.


http://s.sudre.free.fr/Software/Packages/about.html
http://www.mothersruin.com/software/SuspiciousPackage/
https://github.com/jordansissel/fpm
https://github.com/rtrouton/Payload-Free-Package-Creator
https://github.com
https://about.gitlab.com/
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suspicious package

Do you know what files that OS X Installer

package actually installs?

‘& JavaForOSX.pkg

Search

® ©

Exports Review

oe
v v ™
Back Path  Action Get Info Installer
6 Package Info
JavaForOSX.pkg

Apple Installer Package ®

& AllFiles

© installs 1,935 items — 111.1 MB on disk

9 All Scripts

Previously installed on [&! Little My using Apple Installer — December 13, 2015 @

[ NON ] & JavaForOSX.pkg
=v| v m ™ Q Search @ (i ]
~ Back Path Action Get Info Ir?aller Search Exports Review
@ Package Info [l AllFiles $ Al Scripts
Name Date Modified Size
%] Applications - Zero KB
v Library - 771 MB
v [ Java - 771 MB
[ Extensions - Zero KB
. Home 7/14/15 48 bytes
Vv [ JavaVirtualMachines - 771 MB
> [ 1.6.0.jdk - 77.1MB
v [X) System - 34 MB Name Java Web Start.app
v [5 Library . - 34MB Kind Application
V] CoreServices == 630 KB S IR
| » . Jar Launcher.app - 379 KB
» B Java Web Start.app -- 251 KB Motz ==
JavaVersion.plist 8/13/15 419 bytes Owner root
V| Frameworks - 5.3 MB Group wheel
» [] JavaFrameEmbedding.framew... -- 62 KB Permissions 1 root Read & Write
> 1 JavaVM.framework - 5.2 MB 28 wheel  Readonly
V8 Java o 27.7 MB 288 Everyo... |Read only
V| Extensions - 13.2 MB
AppleScriptEngine.jar 7/6/15 6 KB Version 15.0.1(15.0.1)
dns_sd.jar 7/6/15 18 KB Identifier com.apple.JavaWebStart
j3daudio.jar 7/6/15 1.2 MB
j3dcore.jar 7/6/15 1.2 MB
j3dutils.jar 7/6/15 685 KB
jai_codec.jar 7/6/15 275 KB

& All Files > (%) System > [ Library > [] CoreServices > , Java Web Start.app

4 items, 111.1 MB installed



http://www.mothersruin.com/software/SuspiciousPackage/
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packages

Whenever you need to create an
installation package or distribution for
Mac OS X 10.5 or later...

Settings

Requirements & Resources

oo wnstallGoodBouffe

Custom Install on “Snow Leopard”

Package Name
v FlatBurger
™ French Fries
™ Sundae
™ Milkshake
select ¥ & Drinks

Type ) Coke Zero

[ Installation Type

3 Straw

ﬁ Package

———

User sees
l Custom Install Only

G

English

) Coke Diet -
) Orange Juice -
O vittel -
Space Required: - Remaining: -
B ProuEcT: pa
_ Standard Install _ GoBack ) ( Continue
Preview in

j

t |

Title

05 ¢ Straw
[0 Pallle

| -

Description

|- C
Visibility
Cholce is | Visible B

State

Choice is | Dependent on Ot



http://s.sudre.free.fr/Software/Packages/about.html

@00
= GitLab.org/ GitLab Community Edition v U T

Project Activity Repository Pipelines Graphs Issues 5,483 Merge Requests 413  Snipp

Git /Gitlab

App tracking, configuration changes,

Pipelines Builds Environments Cycle Analytics

best practice. All 31,341 Running 63 Branches Tags

Status Pipeline Commit Stages

v 20916-issues-mrs-linel.. < e3612f86

#s23sas1by @ @ Add content_class for limited width QO
mnn@ @ gl S 06
#0233299 0y & zz;z:sst;::tr:ol:pnse:ezbnzabr::sf:aces inth... 0O
#5233284 by @ ;na:nt;;e*;ri:;?col::nup-common_utils.js'. . 0O
#5233164 by ' @ ;ZSZZZ;Zi::;:Izs;ue-mr-bu_ - b3d15756 @ @
swmne NSO eco
sty ® B g e immivsatminn oo ©©
52232641 @ i ©0
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Micro MDM

An experimental project to build a
Mobile Device Management server for
Apple devices.

NoMAD

Full functionality of a bound Mac, without
the bind.

OSQuery

osquery allows you to easily ask questions
about your Linux, Windows, and macOS
infrastructure.

Google Santa
Google Santa is a binary whitelisting/

blacklisting system for macOS.

i
<

Puppet

With Puppet you know exactly what is
going on with all your software, and you
get the automation needed to drive

change with confidence.

Chef
Chef lets you manage them all by turning
infrastructure into code.

Zentral

Open source Framework and server
solution to gather, process, and monitor
system events and link them to an

inventory.


https://www.nomad.menu/
https://micromdm.io/
https://github.com/google/santa
https://osquery.io/
https://github.com/zentralopensource/zentral/wiki
https://www.chef.io/chef/
https://puppet.com/

Connecting to DEP

Micro MDM
An experimental project to build a Note: Bootstrapping management tools like Munki is probably the reason most of us want an
Mobile Device Management server for MDM right now, but DEP is not necessary for MicroMDM to work. You can skip to the
Apple devices. "Profiles and Applications Section" if you don't have a DEP account.
Got a DEP account? You can set up a virtual server for MicroMDM and sync your devices:
https://github.com/micromdm/micromdm/wiki/Connect-MicroMDM-with-DEP
Once you're connected to DEP and can sync devices, you can assign a profile to them:
" Sample profile.json. Note the list of serial numbers to assign the profile to.
{
"profile_name": "Test Profile",
"url":"https://dev.micromdm.io/mdm/enroll",
"await_device_configured":false,
"is_mdm_removable":true,
"department": "IT Department",
"org_magic": "913FABBB-0032-4E13-9966-D6BBAC900331",
"support_phone_number": "1-555-555-5555",
"support_email_address": "org-email@example.com",
"skip_setup_items": [ "Registration", "AppleID", "T0S"I,
"devices": ["SERIAL1","SERIAL2"]
}
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https://micromdm.io/
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Puppet

With Puppet you know exactly what is
going on with all your software, and you
get the automation needed to drive
change with confidence.

2y

Chef

Chef lets you manage them all by turning

infrastructure into code.
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NoMAD

Full functionality of a bound Mac, without
the bind.
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https://www.nomad.menu/
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OSQuery

osquery allows you to easily ask questions
about your Linux, Windows, and macOS
infrastructure.

root@vagrant-ubuntu-trusty-64:/vagrant# osqueryi
osquery - being built, with love, at Facebook

NN N N NN NN N N N NN N NN N N N 0N NN N N N N N NN N N N N N N DN N N N N N NN

Connected to a transient in-memory database.
Use ".open FILENAME" to reopen on a persistent database.
osquery>



https://osquery.io/
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Google Santa

Google Santa is a binary whitelisting/
blacklisting system for macOS.



https://github.com/google/santa
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Zentral

Open source Framework and server
solution to gather, process, and monitor
system events and link them to an
inventory.



https://github.com/zentralopensource/zentral/wiki
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Micro MDM

An experimental project to build a
Mobile Device Management server for
Apple devices.

NoMAD

Full functionality of a bound Mac, without
the bind.

OSQuery

osquery allows you to easily ask questions
about your Linux, Windows, and macOS
infrastructure.

Google Santa
Google Santa is a binary whitelisting/

blacklisting system for macOS.

i
<

Puppet

With Puppet you know exactly what is
going on with all your software, and you
get the automation needed to drive

change with confidence.

Chef
Chef lets you manage them all by turning
infrastructure into code.

Zentral

Open source Framework and server
solution to gather, process, and monitor
system events and link them to an

inventory.


https://www.nomad.menu/
https://micromdm.io/
https://github.com/google/santa
https://osquery.io/
https://github.com/zentralopensource/zentral/wiki
https://www.chef.io/chef/
https://puppet.com/

findus

aaaaaaaaaaa



https://macadmins.herokuapp.com/
http://macadmins.org

In summary...

macOsS, | use it where | must,
otherwiseldon't.
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the
goals of
this talk.

HIGH LEVEL OVERVIEW
Approach open source tools in a way that is accessible for new administrators, small
shops, folks that cannot go the paid route or are simply interested in what other tools

might be out there.

GLEAN SOMETHING NEW
| hope you leave with an idea, a thought, workflow modification, resource or a tool

you didn't have before this session.



that's
about
all.
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Snipe-IT
Snipe-IT lets your admins work together
to track assets, software, accessories and

consumables all in one place.

osTicket

Easily scale and streamline your customer
service and drastically improve your
customer's experience.

Web Help Desk

Delivers simplicity and automation to

streamline help desk ticketing and IT asset
management.

Imagr

Imagr is an application designed to be run
from a NetInstall environment created
with AutoNBI.

NBICreator
NBICreator is a NetInstall image creation
tool for OS X written in Objective-C.

ImagrAdmin
ImagrAdmin is a GUI application for

macOS to update and create configuration
plists for Imagr.

AutolmagrNBlI

An app that automates the creation

of NetBoot Images for use with Imagr.

AutoNBI

A tool to automate the building and
customization of Apple NetInstall Images.

BSDpy
BSDPy is a platform-independent Apple

NetBoot (BSDP) service Apple Mac
NetBoot functionality, without macOS.

munki

Munki is a set of tools that, used together
with a webserver-based repository of
pkgs, can deploy software to macOS.

Munkireport-PHP

Munkireport-php is a reporting client for

munki.

Micro MDM

An experimental project to build a Mobile
Device Management server for Apple
devices.


http://osticket.com/
https://snipeitapp.com/
http://www.webhelpdesk.com/
https://github.com/grahamgilbert/imagr
https://github.com/nbicreator/nbicreator/
https://macmule.com/projects/autoimagrnbi/
https://github.com/bruienne/bsdpy
https://micromdm.io/
https://github.com/munki/munki
https://github.com/munkireport/munkireport-php
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referenced

projects, cont'd.

Custom preflight scripts

Munki configuration using a preflight

script to get the newest config
information from your repo.

Google Santa

Google Santa is a binary whitelisting/
blacklisting system for macOS.

OSQuery

osquery allows you to easily ask questions
about your Linux, Windows, and macOS
infrastructure.

Zentral

Open source Framework and server
solution to gather, process, and monitor
system events and link them to an
inventory.

Syncthing

Syncthing replaces proprietary sync and
cloud services with something open,
trustworthy and decentralized.

Puppet
With Puppet you know exactly what is

going on with all your software.

Chef
Chef lets you manage them all by turning
infrastructure into code.

Git /Gitlab
App tracking, configuration changes,
best practice.

suspicious package

Do you know what files that OS X Installer
package actually installs?

packages

Whenever you need to create an
installation package or distribution for
Mac OS X 10.5 or later...

Payload-Free Pkg Creator
Uses AppleScript, shell scripting and

pkgbuild behind the scenes to create
payload-free packages.

NGINX

nginx [engine x] is an HTTP and reverse
proxy server, a mail proxy server, and a
generic TCP/UDP proxy server.


https://github.com/google/santa
https://github.com/munki/munki/wiki/Dynamic-Client-Configurations-Via-Preflight-Scripting
https://osquery.io/
https://github.com/zentralopensource/zentral/wiki
https://syncthing.net/
https://puppet.com/
https://www.chef.io/chef/
https://github.com
https://about.gitlab.com/
http://s.sudre.free.fr/Software/Packages/about.html
http://www.mothersruin.com/software/SuspiciousPackage/
https://github.com/rtrouton/Payload-Free-Package-Creator
https://www.nginx.com/resources/wiki/
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end presentation
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